Practical Steps: Reproducing the System

The complete project source code is available on GitHub: https://github.com/szelese/ci-

cd-gha-aws

The solution is built on GitHub Actions automation and the AWS Elastic Beanstalk

service. Development utilized Python 3.11 and Django 4.2 LTS, with secure

authentication provided by AWS IAM OpenlD Connect (OIDC) integration. The project

goal was to create a working prototype capable of executing every step automatically,

from code modification to production deployment in the cloud.

Project Launch: Accounts, GitHub repo, cloning, README, first commit
Dev Environment Virtual environment, pip, Django installation,
requirements file gitignore, runtime.txt

CI Workflow & Initial Integration .github/workflows, ci.yml, GitHub
Actions, First successful run

Django Project Creation mysite project, hello app, settings
(INSTALLED_APPS, ALLOWED HOSTS), Views and URLs, migration,
local test

Dependencies & Versioning Requirements update and commit

AWS Elastic Beanstalk Prep .cbextensions/django.config, manage.py,

deploy.zip,

EB App and environment creation, basic settings (platform, domain, VPC,
monitoring)

Basic Deployment & Troubleshooting

EB launch, health check, environment variables

(DJANGO_SETTINGS MODULE, DEBUG), Root endpoint modification,
log analysis, gunicorn/Procfile, successful deploy

TAM/OIDC Integration

IAM provider and role creation, inline policy, ARN, OIDC smoketest
workflow

CI/CD Automation

Deploy workflow, permission refinement (admin policy), post-deploy hook
(migration + static files), New environment creation, deploy workflow
modification for env name, waiting for "Ready & Green" state

CI  Pipeline Expansion flake8, bandit, pytest installation,
DJANGO_SECRET KEY setup, Pytest

IAM Policy Minimization (Adhering to the Principle of Least Privilege)
Admin policy fix, EBDeployMinimal iterative expansion

Step 0: Preparations
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https://github.com/szelese/ci-cd-gha-aws
https://github.com/szelese/ci-cd-gha-aws

Before starting, you must prepare the accounts and tools used for development and cloud

deployment.

Accounts: Create a GitHub account for source code version control and CI/CD pipelines,

and an AWS account for cloud infrastructure hosting.
Tools: I recommend installing GitBash and the ZIP command (via MSYS2).
Environment (Optional):

This project was developed using Python 3.11 and managed locally with Visual Studio
Code, but it is compatible with other IDEs like PyCharm or IDLE.

While simple text editors work, be cautious of line ending (LF/CRLF) or EOF (End Of

File) errors.

Development and testing were performed on Windows 10 Enterprise, but the system can

run on any operating system.

Step 1: Create New Repository
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Step 2: Check GitBash and Clone Repository
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Verify your git version and clone the repo to your local machine:

git --version
git clone https://github.com/szelese/ci-cd-gha-aws/

Step 3: README.md and requirements.txt Modification, Commit, Push, and
Verification
CiI-ca-gna-aws

Cl/CD pipeline with GitHub Actions and AWS Elastic
Beanstalk S0t odd READIE md

This repository is part of my thesis project
It demanstrates how to set up a CI/CD pipeline using GitHub Actions and AWS Elastic Beanstalk for deploying
Django application.

Technologies

® GitHub Actions
® AWS Elastic Beanstalk
* Python / Django

Author

Ervin Széles

git add README.md

git commit -m "Add README.md"
git branch -M main

git push -u origin main

git status

git remote -v



MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

equi

uireme

git add requurements.txt
git commit -m ,,Add Django 4.2 requirements”

Step 4: Virtual Environment Creation, Activation, and Pip Upgrade

MINGWEL:/c/szakdolgozat/ci-cd-gha-aws - ] X

py -m venv .venv

source .venv/Scripts/activate
# (.venv) ha a prompt elején megjeleik, akkor azt jelenti, hogy aktiv
python -m pip install --upgrade pip




Step 5: Django Installation (LTS 4.2)

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

pip install "Django==4.2.*"

Step 6: Outputting the Requirements File and Quick Verification

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

pip freeze > requirements.txt

python -c "import django; print(django.get_version())"
# Expected and correct verification value:: 4.2.%*




Step 7: commit&push

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

git add requirements.txt
git commit -m "Add Django 4.2 requirements”
git push

Step 8: .gitignore Creation and Verification

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

RLF the next time Git to

Technical justification: The .venv directory is machine and OS-dependent, can be
extremely large, and must be rebuilt in CI or on new machines based on

printf ".venv/\n__pycache__/\n*.pyc\n.env\n*.sqlite3\n" > .gitignore
cat .gitignore

git status



Step 9: Creating runtime.txt with Precise Content, Verification, and Commit/Push

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

5 echo "python-3.117 > runtime.txt Py
cat runtime.txt

git add runtime.txt

git commit -m "Add runtime.txt (pin Python 3.11)"

git push

$ echo "python-3.11" > runtime.txt

cat runtime.txt

git add runtime.txt

git commit -m "Add runtime.txt (pin Python 3.11)"
git push

python-3.11

Step 10: Workflow Folder and ci.yml Creation

s C R = githubcom/s

0 szelese / ci-cd-gha-aws

<> Code ( Issues 1% Pullrequests (® Actions [ Projects [0 wiki @ Sed

blob/main/README.md

[D Files ci-cd-gha-aws / README.md (&)

& o= M Gl A szelese Add READMEmd
Q Go to file t

I o Preview = Code  Blame 13 lines (19
README.md

[ requirements.txt
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Thi Létrehoz egy U falt ezen a néven?
Itd
Nem Megse
Te
.
Al
Ervi

Sor:1, 052l 1 100%  Windows (CRLF)  UTF-8

$ mkdir -p .github/workflows
notepad .github/workflows/ci.yml



Step 11: Content of the ci.yml File

| ciyml - Jegyzettimb - m} X
Fdjl  Szerkesztés Formatum  Nézet Sigo
name: CI

on:
push:
branches: [ "main” ]
pull_request:

jobs:
build:
runs-on: ubuntu-latest

steps:
- uses: actions/checkout@vd

- name: Set up Python
uses: actions/setup-python@vs
with:
python-version: "3.11° # ugyanaznak kell lennie,mint a runtime.txt-ben (python-3.11)

- name: Install deps
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt

- name: Quick check
run: python -c "import django,sys; print('Django', django.get_version(), '| Python', sys.version.split()[@])"

Sor: 18, oszl.: 67 100%  Windows (CRLF) UTF-8

The runtime.txt file ensures that Elastic Beanstalk (EB) executes the project using the

exact same Python version used during local development.

Step 12: commit&push

MINGWE4:/c/szakdolgozat/ci-cd-gha-aws - ] X

711.00 Ki

commit és push ci.yml -t
git add .github/workflows/ci.yml
git commit -m ,,Add CI workflow (Python 3.11)”




Step 13: GitHub Verification

« G @ % githubcom w0 oB W@

B o e a ® -

ssues 1 Pullrequests () Actions [ Projects [0 Wiki (@) Secusity sights 3 Settings

Actions Poaw workfiow All workflows
| At worktons
T

© Add Ci workflow (Python 2.17)

The "CI" run should appear; a green checkmark indicates the process completed

successfully.

Step 14: Project and App Creation

MINGWEL:/c/szakdolgozat/ci-cd-gha-aws - ] X

Initialize the Django project named mysite in the current directory:

django-admin startproject mysite .
python manage.py startapp hello



Step 15: App Registration and Demo Permissions

MINGWES:/c/szakdolgozat/ci-cd-gha-aws

ALLOWED_HOSTS = ["*", "localhost", "127.8.8.1"] #ez a sor lett bovitve
# megmondja, hogy milyen hostrol szolgalja ki a Django az oldalt. *-barhonnan masik ketto-helyi futtatas
¥ elesben nem szabad hasznalni biztonsagi okokbol, kenyelmes a demohoz

¥ Application definition

[NSTALLED_APPS = [
‘django.contrib.admin’,
‘django.contrib.auth’,
‘django.contrib.contenttypes”,
‘django.contrib.sessions’,
‘django.contrib.messages’,
‘django.contrib.staticfiles”,

‘hello” # ez a sor lett hozza adva

]

AIDDLEWARE = [
‘django.middleware.security.SecurityMiddleware’,
‘django.contrib.sessions.middleware.SessionMiddleware”,
‘django.middleware.common.CommonMiddleware
‘django.middleware.csrf.CsrfViewMiddleware”,

Sor 36, oszl.: 27 100% Windows (CRLF)

notepad mysite/settings.py
INSTALLED_APPS = [
#
'hello’,
]
és
ALLOWED_HOSTS = ["*", "localhost", "127.0.0.1"]

UTF-8

Security Warning: The ALLOWED HOSTS = ['*'] setting is strictly for initial testing;

in a production environment, specific domains must be defined for security reasons !!!

10



Step 16: Writing a Minimal View

*views.py — Jegyzettémb - m}

Egjl  Szerkesztés Formatum Pézet Sigd
from django.http import HttpResponse

def index(request):
return HttpResponse("Hehlo, CI/CD! It works.")

notepad hello/views.py # views.py megnyitasa utan:
from django.http import HttpResponse
def index(request):

return HttpResponse("Hello, CI/CD! It works.")

11



Step 17: Connecting the URL to the Hello Application

MINGWE:/c/szakdolgozat/ci-cd-gha-aws - [m| X

Fajl ~Szerkesztés Formatum Mézet Sigo
from django.urls import path
from . import views

urlpatterns = [
path("", views.index, name="index"),

Create and open the app-level URL file: notepad hello/urls.py.

from django.urls import path
from . import views
urlpatterns = [ path("", views.index, name="index"), ]

12



Step 18: Connecting App URLs to the Main Project

| urls.py — Jegyzettamb — [m|

Fajl Szerkesrtés  Formdturn  Mézet  Sigd

URL configuration for mysite project.

The “urlpatterns™ list routes URLs to views. For more information please see:
https://docs.djangoproject.com/en/4.2/topics/http/urls/
Examples:
Function views
1. Add an import: from my_app import views
2. Add a URL to urlpatterns: path('', views.home, name='home")
Class-based views
1. Add an import: from other_app.views import Home
2. Add a URL to urlpatterns: path('", Home.as_view(), name="home")
Including another URLconf
1. Import the include() function: from django.urls import include, path
2. Add a URL to urlpatterns: path('blog/", include('blog.urls’'))
from django.contrib import admin
from django.urls import path, include # itt az includedal van kiegeszitve

urlpatterns = [
path("admin/', admin.site.urls),
path(" "', include('hello.urls')), # ez a sor lett hozzaadva

notepad mysite/urls.py # megnyitas és modositas:

from django.contrib import admin

from django.urls import path, include

urlpatterns = [ path('admin/', admin.site.urls),
path('', include('hello.urls')),]

13



Step 19: Database Initialization and Local Run Test

c R O 1270

Helle, CLCD! It werks

python manage.py migrate # db inicializaldsa
python manage.py runserver
# utana a bongészdben tesztelés : http://127.0.0.1:8000/

Step 20: Updating Requirements and Pushing to GitHub

MINGW64:/c/szakdolgozat/ci-cd-gha-aws

pip freeze > requirements.txt

git add hello mysite requirements.txt

git commit -m "Add Django project and hello app
git push

14




Step 21: Configuration for Elastic Beanstalk (EB)

ci-cd-gha-aws  Public

¥ main » ¥ 1Branch © 0Tags

szelese Add Django
github/workflows
hello
mysite

O .gitignore

[3 READMEmd

[ requirements.txt

O runtime:xt “django.config - Jegyzettomb - o X
Fijl Szerkestés Formstum Nezet Stgé

option_settings:

[0 README aws:elasticbeanstalk:container:python:

WSGIPath: mysite/usgi.p:

ci-cd-gha-aws

Cl/CD pipeline wit
Beanstalk

This repository is part of my thesis pi
It demonstrates how to set up a Cl/{
Django application,

Technologies

* GitHub Actions

. Flastic Beanstalk

mkdir -p .ebextensions
notepad .ebextensions/django.config
django.config file tartalma: # spaces!!!
option_settings:
aws:elasticbeanstalk:container:python:
WSGIPath: mysite/wsgi.py

Step 22: Verification, Commit & Push

MINGWb4:/c/szakdolgozat/ci-cd-gha-aws - m] *

# commit&push utdn még egy ellendrzés a githubon, hogy létrejott a file ezzel a

tartalommal

cat .ebextensions/django.config

git add .ebextensions/django.config

git commit -m "Add EB config: set WSGIPath to mysite/wsgi.py"
git push
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Step 23: Setting up manage.py

files | grep manag

# manage.py - Cszakdolgozatici-cd-gha-aws\manage.py (3.12.10) — O X
File Edit Feormat Run Options Window Help

ODULE', mysite.settings')

execute_from command line

execute_from command_line (sys.argv)

__mame__ == '_main
main ()

Technical Note: While manage.py is not strictly mandatory for running on EB (as it uses
WSGI), it is essential for local development, migrations, collectstatic, and future

automation.

notepad manage.py

git add manage.py

git commit -m "Add manage.py"
git push

Step 24: Creating the deploy.zip Bundle

Mt zip -r deploy.zip .

zip -r deploy.zip . -x ".git/*" ".venv/*"

__pycache__/*" "* pyc"
# Note: The zip tool from MSYS2 was used to handle this via command line, but it can

also be done via File Explorer as long as .git and .venv are excluded.

16



25. 1épés: AWS search / Elastic Beanstalk/Create Application

Services

g

Documentation

Were these results helpful?

Enviromment tier: Web Server Enviroment # default
Application information: mysite
enviroment information:

enviroment name: Mysite.env

Domain: szakdolgozat # or any unique, valid string
Platform: Python

platform branch: Python 3.11 # matching the runtime.txt specification

17



Version label: mysite-v1

Application code: Upload your code ->local file-> deploy.zip # the bundle generated in
Step 24

Presets:

Single instance (free tier eligible) # which is sufficient for demonstration purposes

Step 27: Step 2 - Configure Service Access

“ @ @ % eumnorth-1.console.mwsamazon.com/elasticbeanstall/home7region sy north. 14/ create-emironment * O ® ou@

@ Configure enviranment Configure service access i«

tags Service role

Nege=l [———_ ) @ Gaewr)

g
) EC2 instance profile

. Icu.v..J B v @ Create role [2
iogging (Commeroe 2)
- EC2 key paie - optional

'Y : I

1 ©

Cancal Skip to review Previous Neat

Service role: For the service role, approve the automatically populated roles and select
the specified IAM roles. EC2 key pair: The EC2 key pair (optional) field can be left
empty.

Technical Note: SSH settings only need to be configured if you intend to control the

server directly from a console.

Step 28: Step 3 - Networking, Database, and Tags (Optional)

- - v | (©) ( crestevrc 3
stance trafhe znd Q) ((oresevic 3
Public 1P address

Enable

Instance subnets

Auailability Zone Subnet 4| aor Name

18



VPC: Leave at the default - value; do not create a new VPC or select a subnet.

Public IP address: This can remain disabled; the Single instance preset makes the instance

public by default.

Adjusting access: If the instance is not accessible externally later, it can be enabled via

Environment — Configuration — Instances — Public IP: Enable.
Database: Do not enable (RDS is not used in this phase).

Tags: Optional; leave at default settings.

19



Step 29: Step 4 - Configure Instance Traffic and Scaling (Optional)

@ Configure updates, manitcring, ard
kogging

Eonﬁgure instance traffic and scaling - gptiona ] info

¥ Instances ina
Configuro th Amazen ECZ iretances that rur your 2

Root velume (boet device)

Root velume type Sizm 1085

(Cantairer detatt) L

Amazon CloudWatch monitaring

Manitoring ieterval

(5 minute

Instance metadata service (IMDS)

IMD5W1

Disable

ECZ security groups

EC2 security groups

¥ Capacity i

Canfigure the compute capadty of your emiranment and auta saling st

Aute scaling group
Envirenment type

2

Single Instanoe v

Flest composition

O On-Demand instance
Spatinstnce

Architecture
O xBE_54
amé4
Instance types
1. [ t3miera

z [ rasman

(" Add instance type: )

Ml

ami-DI0a3255580d 1aste

Root volume: Container default

s i optimize the numbar ot

Throughput
e
v
| @
o
L £
Cancel Next

Monitoring interval: 5 minutes. IMDSv1: Disable (ensures only IMDSv2 is permitted)

EC2 security groups: leave as the default EB groups.

Capacity: Environment type: Single instance

Fleet composition: On-Demand

Instance types: 1) t3.micro 2) (opcio) t3.small

AMI ID: Leave at the default value.

20
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Step 30: Step 5 - Updates, Monitoring, and Logging (Optional)

[y S— Confiqurs updates, montonsg. and oggng - optional -

[ e E— * askaring -
Hasich repering

i ' e ey desaar
.
§ S e

X Forbpre aplar, wwawey e S Hrarm irarar
ol ppp -

...... g 8 S 2 ALy 8 g g TR Ry RS UL P A L (ST T 4508 M s it iy T g

S .
g

rras; s s

=

BT e
Chrva e v mmar, scxiiie m o et sl T ek Lr pram e 1 2 e e, o s [

[ | [ | [Ceramertoaps i |E)

— -

Standard settings: The default values are suitable for this project
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Step 31: Step 6 - Review and Create

ot
o i (e
""" = Step 1: Configure envieonment
e
R L T —— Cawwosman indormaton

0 b eaTent e Aopbcrian ure
@ Carfgay semancs rufPe and —

vy nisaree care Aspbcrion sade

e Sydin-any aephoy e

i e [T
| b A2
) b
Step 2: Configure service access

Service mcceas
CartGarn tw wvvam w0ko Wt G020 oneEance prafs Thas CLusc beanealk wacd 15 TONOR0 pOu SVONTart. D0 wn GL2 koy par 15 eaaaty bag 0 10 your W03 Paem.
ardon ke 02 rnzance prefie
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Step 3: St up netwerking, database, and tags

Networking, detabase, and tags u
Cankun 9C wesings, 3 tubirens fox pour ewaranmonts () iz 3o i balaree. “h
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Teg
=3 o | ke
e g
e
Step 4 Configure instance Uraffic and scaling

Iratasce traffic and scaing

Camome tw Cpacny wd caling ‘o revres et LonfiGen 1w aolheanr TRSl 74 OF pOu’ MVWIRETONT L FELWEM 3y WrTing
daforsgec

o

e

e
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g =3 3028 SYNG WTIIGL FEIIwE, W< ST MATITNT DO

Morivaiog
R Oaudaanch camons Tkt - bezanie Coud AT CATET (AL - Wkt
tarand — -
Log weaeing Pt USecycie
s T e
Updane
MO updiem Ueploywere bancr das Deghayrmeet San doe type
e w Faccwreage
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Step 32: EB Environment Launch and Verification

Mysite-env

© tiosicneanstalk > Environments >

Elastic Beanstalk < ~ Elastic

Applcations Mysite-env e

Ervironments

Change history

Environment overview

Health
¥ Application: mysite © Unknown

Application versions

Saved configurations Domain
szakdols eu-north-1 elasticbesnstalk.com [%
Events | Health  Logs  Monitoring

Configuration

Events

Health Events (2) wn

Logs Q Filter events by text, praperty

Maritoring

Marrs !

Managed updates October 3, 2025 13:30:08 (UTC+2)

Tags
October 3, 2025 13:30:07 (UTC+2)

¥ Recent environments

Mysite-emv

Alarms

Type
@ro
@ mro

ching your environment, This will take a few minutes,

Environment ID

1B e-etrugzieme

Application name

mysite

Managed updates  Tags

| Details

WEnin

(o]

Platform
Platform
Python 2.11 running on €4bit Amazon Linux 2023/4.7.2

Platform state

@ supported

Running version

Using elasticbear as Amazon

createnuironment is starting.

When the Health tab reaches a green "OK" status, the Domain link becomes immediately

accessible.

Step 33: Health Check Troubleshooting

> Mysite-env

e Elastic Beanstalk > Environment

Elastic Beanstalk <

s Mysite-env we

Environments

Environment overview

Health
@ Degraded

» Application: mysite

Domain
¥ Environment: Mysite-env

k.com [2

Go to environment [2

Configuration

Event:

Events Health

Logs

Monitoring
Healt
Logs

Monitoring Events (11) oo

Q i

Managed updates

Tags Tina

October 3, 2025 13:34:00 (UTC+2)

¥ Recent environments
October 3, 2025 13:33:41 (UTC+2)

Mysite-env
October 3, 2025 13:33:01 (UTC+2)
October 3, 2025 13:32:33 (UTC+2)
October 3, 2025 13:32:29 (UTC+2)

October 3, 2025 13:31:23 (UTC+2)

October 3, 2025 13:31:01 (UTC+2)

Alarms

Type
B warn
@m0
@m0
o)
@m0
@0
@mro

@ Environment successfully launched. X

Platform

Environment 1D

10 e-esruszfemc

Application name

mysite-v1

mysite

Managed updates  Tags

Details

Environment health has transitioned from Pending to Degraded. Initialization completed 23 seconds ago and took 2 minutes, Impaired services on all

instances
Successfully launched environment: Mysite-env

Added instance [1-0740c6b0a7ac68b02] to your environment.
Instance deployment completed successtully

Instance deployment successfully generated a Procfile”

Waiting for EC2 instances ta launch. This may take a few minutes.

Platform
Python 3.1 running on 64bit Amazon Linux 2023/4.7.2

Running version

® 6

©) Cactions v ) (pGRTSRa eIy

Platform state

@ supported

Environment health has transitioned to Pending. Initialization in progress (running for 7 seconds). There are no instances.

This status almost always indicates that the Elastic Beanstalk (EB) health check is

receiving a 400, 404, or 5xx error instead of a 200 OK response for the root (/) URL.
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Step 34: Adding Environment Properties

€ @ @ % eu-nonh-1.consoleaws.amazon.com/slastc

Configuration [clmcl

Amazon X-Ray
X-Ray daemon
Enable

3 log storage

Rotate lags

Enable

Instance log streaming to CloudWatch logs

w2
Pp—
vt
Environment properties
Soume Hame vaiue
Plan et v | [ prvonens R ——r—— (remmre )

Add environment praperty

Elastic Beanstalk > Environments > Mysite env > Configuration > (bottom)

Environment properties > Add
Key: DJANGO SETTINGS MODULE — Value: mysite.settings
# (opctional) Key: DEBUG — Value: False

# (optional) Key: SECRET KEY — Value: A12345678b

Step 35: Local File Modification for Health Check

) views.py - begyzenombs - o x
Pl Seerkesstés Formétum  Mézet Sigs
- from django.http import HttpResponse
URL conflguration for mysite project.
def index(request):

The “urlpatterns’ list routes URLs to views. For more information please see: return HttpResponse(“Hello, CI/CD GitHubActions, AWS! Minden rendben.”, status=204)
https://docs. djangoproject . com/en/d. 2 topics /http/urls/
Examples:

Function views

1. Add an import: from my_app import views

2. Add a URL to urlpatterns: path('®, views.home, name="home')
Class-based views

1. Add an import: from other_app.views lsport Home

2. Add a URL to urlpatterns: path('®, Home.as_view(), name='home’)
Including another URLconf

1. Import the include() function: from django.urls import include, path

2. Add a URL to urlpatterns: path('blog/’, include('blog.urls’)

from django. contrib import admin
from django.urls import path, include # itt az includedal van kiegeszitve
from hello.views import index
urlpatterns = [

path("*, index), # a gyoker 200 OK, elso helyen kell lennie

path( admin/’, admin.site.urls),

path(hello/*, include('hello.urls')), # ez a sor lett hozzaadva

Son 23, o3l 17 100 Sor: 4, ol 88 0% Windows (CRLF)  UTF-8

hello/views.py :

from django.http import HttpResponse
def index(request):

return HttpResponse("Hello, CI/CD GitHubActions, AWS! ALL OK.", status=200)
mysite/urls.py
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path("", index), # a gyoker 200 OK, elso helyen kell lennie
python manage.py runserver # local test if everything is OK:
zip -r deploy.zip . \

-x '.git/*' '.venv/*' ' pycache_ /*' '* pyc' 'deploy.zip'

Step 36: GitBash Commit and Push

MINGWES /¢ /szakdolgozat/ ci-cd-gha-aws — O >

Quit the server with CTRL-BREAK.

"GET / HTTP/1.1"™ 200 48

dolgozat /ci-cd-gha-aws

lo, CI/CD GitHubActions, AWS! M

kdolgozat /ci-cd-gha-aws

git add hello/views.py mysite/urls.py

git commit -m "Root route -> index: 200 OK + 'Hello, CI/CD GitHubActions, AWS! Minden
rendben. "

git push origin main

Technical Note: Frequent small commits and pushes are central to the CI/CD process.
Every git push command automatically triggers the GitHub Actions CI process (ci.yml),
ensuring the system tests itself immediately after every modification.
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Step 37: Manual Upload to Elastic Beanstalk

Upload and deplay

[ @ To deploy a previous version. go to the Application versions page

Upload application

AWS Console — Elastic Beanstalk — Environments — Mysite-env
Top right corner: Upload and deploy.
Choose file — select the updated deploy.zip.

Version label: pl. mysite-v1-1 — Deploy.

Step 38: Gunicorn Configuration and Troubleshooting

Failed Attempt: Modifying /var/app/current due to PYTHONPATH issues did not resolve

the error

.
Name Value

Plain text v | [ pviHoneaTH Fuarfappfvenfstaging-LOM1lest/bin

Add environment property
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Log file analysis revealed an ImportError: No module named 'mysite/wsgi'

Diagnosis: Gunicorn requires module names to use dots rather than slashes. The correct

entry point is mysite.wsgi:application.

Currently, EB attempts to launch it as mysite/wsgi, which causes a 502 Bad Gateway

error. These troubleshooting steps demonstrate practical error handling and testing.

Step 39: Updating Requirements

requirements.txt — leg

Fajl Szerkesztés Formd
asgiref==3.9.2
Django==4.2.24
sgqlparse==8.5.3
tzdata==2825.2
gunicnrn>=2ﬂ

Step 40: Creating the Procfile and Finalizing Push

MINGWES ¢ /szakdolgozat/ci-cd-gha-aws — O *

updating:

updating:

updating: runti

updating: .gi ] e /49b2 B8 ad19: 34b9 (stored
updating: .gi :

updating: .gi ddce 4do1 : ar tored
updating: .gi ;

updating: .gi

updating: .gi a,

updating: .agi ( i abGe; 369Deb (stored
updating: .gi

updating: .gi

updating: .gi

updating: .gl
adding: .gi
adding: .gi
adding: .gi
adding: .gi
adding: .gl
adding: .gi

printf "web: gunicorn mysite.wsgi:application --bind 127.0.0.1:8000\n" > Procfile
git add Procfile hello/views.py mysite/urls.py requirements.txt
git commit -m "Add Procfile (Gunicorn) + root health endpoint"

git push origin main
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Step 41: Deployment Verification

v @ mysiteenvlebathgigmpes X+ - o x
C @ A Nembirtonsigos mysite-env-1.eba-thguigmp.eu-north-1.elasticbeanstalk com % O @ @

“| Helto, CUCD GitHubActions, AWS! Minden rendben.

e Elastic Beanstalk > Environment Mysite-env-1 [olRC]

Elastic Beanstalk < @ Successhully uploaded file deployzip to S3, created application version and X
started deployment with new application version

®0 &0 @5 ®0 O0 v
Environment overview

Health Environment ID
ok 103 e-zbppp7zhet

Application name

5 Platform
Events
Health Platform
. Python 3.1 running on 64bit Amazon Linux 2023/4.7.2
Monitoring
N Running version Platform state
Alarms
mysite-v2-2 @ supported
Managed updates
Tags
Events  Health  Logs  Monitoring = Alarms = Mani >
v Recent environments
Events (41) e ©
Q F s by text, property or volu |

The deployment on AWS Elastic Beanstalk is successful; the mysite-env-1 environment

status 1s OK.

Running version: mysite-v2-2 (Python 3.11, AL2023).

The domain endpoint now returns a 200 OK response: ‘Hello, CI/CD GitHubActions,
AWS! All OK!’
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Step 42: Opening IAM

Services

o

Applications

Platform
» Application: S . Platform

Python 211 running on 64bit Amazon Linux 2023/4.7.2

v Envi
Platform state

@ supported

ed from Inf to Ok. Application uptate completed 57 seconds ago and took 73 seconds

o 2 from Degraded to Info. Application update in progress. 1 out of 1 instance completed (running for 61 seconds).
Documentation

uceesstully.

uration to envirenment
Were these results helpful? oyed to running EC2 instances.

@ Ves ) (@ N ) wecesstully.

Type IAM (Identity and Access Management) into the search bar and sign in

Step 43: Adding an Identity Provider

v | Bl e M Goon X o x

L C A % us-esst-l.consoleswsamazoncom/iam/momelregion=eu-north-1#/ientity providers/create * O = @

Add provider @ ©

Add Identity provider i

Provider details
Provider type info
saML © OpeniD Connect

Provider URL

hitps://token.actions githubusercontent.com

Audience | info

stsamazonaws.com ]

Tags - optional 1w«

Tags are key-value pairs that you can add to AWS resources to help identify; organize, or search for resources.

Add new tag

Identify provider -> Add provider

OPENID connect
Provider URL:

https://token.actions.githubusercontent.com
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Audience:

sts.amazonaws.com

Step 44: Configuring the Trusted Entity (Step 1)

© Select trustod entity Select trusted entity ..

Trusted entity type

WS service AWS account © Web identity

IAM/roles/create role:

WEB Identity

Identity provider: token.actions.githubusercontent.com
Audience: sts.amazonaws.com

GitHub organization: YourGitHubName # your own github name
GitHub repository: mysite # the repository name for deployment
GitHub branch: main # usually

Security Note: While the repository and branch fields are optional, specifying them is
recommended for better security.
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Step 45: Naming the Role (Step 3)

ep 1:3elct e e )
e .

In the Role name field, enter: GitHubOIDC-EBDeploy.
Click Create role.

Step 46: Configuring Permissions

€« C [ % us-esst-l.comsoleawsamazon.comfiam/homeZregion north-18/rotes detaits/GitHubQIDC-EBDeplay/crestePolicy a O @ = @

@ specity permissians Specify permissions .

Policy editor vt e+ ) (8)
= —
:
3
H
s
s
M
,
20
m
s

| |

IAM->Roles->GitHubOIDC-EBDeploy->open

Permissions->Add permissions->Create inline policy->JSON
Enter the permission policy as shown in the project screenshots.->NEXT

Név: EBDeployMinimal -> Create policy

31



Step 47: Policy Verification and ARN Copying

v | [ eeiomc oy |11 X+

« G @ % us-east-.consoleswea

Identity and Access <

Management (IAM)

GitHubOIDC-EBDeploy =

Summar;

* Access management

Permissions | Trustrelaionships | Tags | LastAccessed | Revke sessions

Permissions policies (2} 1.

¥ | Attached entite

» Permissions boundary (Mot set)

¥ Generate policy based on CloudTrail events

No requests to penerste a policy i th past 7 days.

Verify that the Permission policies section displays both expected policies.

Copy the Role ARN for later use: arn:aws:iam::330552995255:role/GitHubOIDC-
EBDeploy .

Step 48: GitBash and commit & push

MIMGWEL:/ c/szakdolgozat/ci-cd-gha-aws — O >

write
: read

4

ume: arn: Tam:: 5:role/G1tHubOIDC -EEDeploy
eu-north-1

v identi

git commit -m "Add 0IDC smoke test workflow™
git push origin main
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mkdir -p .github/workflows
Create the file with the specified content.

# commit&push
git add .github/workflows/oidc-smoke.yml
git commit -m "Add OIDC smoke test workflow"

git push origin main

Step 49: Running the Smoke Test

Actions New workflow OIDC smoke test

0 workflow runs

| o1oC smoke test

This workflow has no runs yet.

GitHub -> Actions ->OIDC smoke test -> Branch -> Run workflow

Step 50: Verification and Debugging

__R\r\ workflow -

© Suggestions: 1
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The default repository configuration points to the wrong location.

The actual repository is szelese/ci-cd-gha-aws; correct this so the smoke test can run

properly. Note: Change to your repoName/projectName

Step 51: Re-running the Smoke Test

Actions New workfion 0IDC smoke test

0IDC smoke test

© OIDC smoke test

© 0IDC smoke test

Successful OIDC smoke test between GitHub Actions and the AWS IAM role—the

connection is verified and working (indicated by a green checkmark).

Step 52: Creating the Deploy File
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Step 53: Verification, commit & push

Step 54: Manual Run Error and Permission Fix

Permissions polici

Filter by Type

All types

AWS Console — IAM — Roles — GitHubOIDC-EBDeploy.
Permissions tab — Add permissions — Attach policies.
AdministratorAccess-AWSElasticBeanstalk

Add permissions
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Step 55: GitHub Actions -> Re-run jobs

D) Actions

Actions New warkfiow Deploy to Elastic Beanstalk

2 workflow runs

| Deploy o Bssti Beansok

@ Deploy to Elastic Beanstalk
© Deploy to Elastic Beanstalk

© Add £8 deploy workflow

As shown in the logs, the most recent "Deploy to Elastic Beanstalk" run is now green—

the CI—CD chain is fully functional.

Step 56: Post-deploy Hook (migrate + collectstatic)

MINGWEL:/c/szakdolgozat/ci-cd-gha-aws

htt ithub

5 mkdi p .pl atformfhuoksfpot oy . -

p p

, LF will be repl:
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Technical Note: While not strictly required for operation, it is highly recommended to

automate migrations, static file collection, and server-side secret management.

mkdir -p .platform/hooks/postdeploy

cat > .platform/hooks/postdeploy/00 django_tasks.sh <<'BASH'

git add .platform/hooks/postdeploy/00_django_tasks.sh

git update-index --chmod=+x .platform/hooks/postdeploy/00_django_tasks.sh
git commit -m "Add postdeploy hook: migrate + collectstatic"

git push origin main

Step 57: GitHub Actions Status

€ » @ @ % github.com/szelese/c

ha-awis/actions /workflows/deploy.ymi 2w 1
= ) solese / cicaghaaus Q Type [to search al-|[+
<» Code (%) Issues [} Pullrequests (&) Actions [ Projects [0 Wiki (@ Security |~ Insights & Settings

Workflow run was successfully requested.

Actions New workfiow Deploy to Elastic Beanstalk Q Filer workflow runs
deploy.ymi
Al workflows
o 2 workflow runs Event =  Status =  Branch ~  Actor ~

Deploy to Elastic Beanstalk

OIDC smoke test

This workflow has & sarkrlow_elssatcn event trigger. Run workfiow -
Management

Add oy hook: migrate +
B Caches 7 S|

Deploy talk 4, Commit i78be06 pushed by sl @ e

@ Attestations

3 Runners © Deploy to Elastic Beanstalk

[odu ]

@ Usage metrics 2 Deploy to Blastic Beanstalk 23 Manually run by szelese

(@ Performance metrics

© Deploy to Elastic Beanstalk . £ Today at 103
Deploy to Elasic Beanstalk #2: Manaally run by selese : G

© Add E8 deploy workflow . 4 Tosayat 1027 21
Deploy to Elasic Beanstalk 1 Commit 2305843 pushed by sslese . Oas

After the push and commit, GitHub Actions automatically begins execution.

Step 58: Successful Run

L C R %5 githubcom/s ghoyy e O & =@

.
= ) seese / ceaghaams Q Type Do search 8- +- 0 n o

<> Code () lsswes 1 Pullrequests () Actions [0 Projects (D Wiki () Security | Insights £ Settings

Worldiow run was successfully requested. (3|
Actions Newwerifow | Deplay to Elastic Beanstalk Q Finer workfiow runs
deplaymi
Al workfiows
o 2 workflow runs Event = Status = Branch = Actor =

| Deploy to Elastic Beanstalk

IDC smoke test This workflow has a waritiow_sissetcn event trigger o workfiow +

© Add postdeploy hook: migrate + collectstatic - £ 2 minutes age
tic Beanstalk =4 Commit dT80e06 pushed by scelese : [cF2

Deplay o Hasti

© Deploy to Elastic Beanstalk £ T
Deplay 1o Bastc Besnstalk 3 Manuall run by selese G

© Deploy to Elastic Beanstalk 5 o
Deplr o HasticBeamstalk 22 Marusl o

© Add EB deploy workflow 5 o
Deplay to Hastic Beanstalk £1: Commit 2305043 pushed by szelese B2

ks gt cormisaelesefs-cd-gha-awsactions
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Step 59: Creating a New Server: mysite-env-2

Environment overview

Meaith
Soved contiguestions Domain -
2. thprigen cuenorth castibeantalkcom [y—
v
Events | Health  Logs | Monioring | Alams | Mamsgedupdstes  Tags
" Events (12) i

» Recent enviranments
Mysite-emw-2

() Gt P

Technical Note: For security reasons, mysite-env-1 was later placed into a Suspended

state.

Step 60: Adjusting the Deploy Workflow for the New Environment

Pgo settings for mysite project
Erated by “django-adwin startproject’ using Django 4.2.24

more information on this file, se
ps://docs. dja ect. con/en

e list of settin
ps://docs.djangoproect.con/en/a.2/

| pathlib import Path

lii1d paths inside the profect like this: BASEDIR / 'subdir’.
E_DIR = Path(__file__).resolve().parent.parent

liick-start development settings - unsuitable for production

pueD_HosTS - [
fitve

[gnondja, hogy milyen hostrol szolgalja ki a Django az oldalt. *

Flastic peanstali ¢

Mysite-env-2 v ©) Camms

Uptoad and sepiny:

Modify settings.py to restrict ALLOWED HOSTS to the specific domain:

Mysite-env-2.eba-thgvigmp.eu-north-1.elasticbeanstalk.com.

Note: use your own repo details.

Commit and push the security update.
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Step 61: Local vs Repo Environment Synchronization

Locally the target is Mysite-env-2, but the repository still references environment 1;

correct this via commit and push:

MINGWES:/ c/szakdolgozat/ ci-cd-gha-aws — O X

git add .github/workflows/deploy.yml
git commit -m "Switch ENV_NAME to Mysite-env-2"
git push origin main

Step 62: End of Manual Deployment

Upload and deploy

o desloy 3 prvious version, 3o to the Apslication versiors pige
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Step 63: New Server Stability

v O temnmertonien- e X @ destcoarstak oot X - o x

€ 3 @ @ (%5 ewnothiconsole regian=su-north-1#/ entid=e 2 a s DA L@

[ ——

Elastic Beanstalk < @ Retrieved requested logs
Mysite-env-2 w. (©) (Tacions + ) (UPSSIS S
Environment overview Platform (ehamge varion )
» Austeator: mysite earn Fonment 10 Piastorm
@ox 15 e-2pzussdeny Fython 311 running on Gdbik Amzon Linux 2033/47.3
¥ e e Bomain Appication npmn Funning version Platform state
cato ) Mysite-ew-2eba rartn1 esticbemetate com (3 o 202510041202 14-abeBieT @ sopparted
conng
Health Events. Health Logs Monitaring Alarms. Managed updates. Tags
P .
iz <
Managed wpcates ropertyor vatue 12545 ®@
s e | e | Becats !
. October . 2025 140434 WTC12) @wo Envonment hesth has s BASd 10 Dera0d 16 0K 1351 secons
* Recent ments
e ‘Octobier 4 2025 140523 (UTC+2) @mea ENvinanmEnt Updats complited 1t cesst
ctober 4, 2025 10823 L1C3) owa Newapplication verson vas deplyed fo running EC2rstances.
October 4, 2025 14:03:03 |UTC+2) @wo Instance deployment completed successfully.
October 4, 2025 140254 WTC12) @wo wstance Proete o
‘October &, 2025 14:02:49 IUTC+2) @wo Deploying new version to instancels).
ctober 2018 180325 (UTCo3) Owo [
Ocuber 2025135235 WTC/2 @ S o . Ao okt 105 55t o e o 4 s
Octaber 4. 2025 135224 TCH2) @wo [T ——
October 4 2025 13:52:19 (UTCH2) @mwa INSEANEe 00PI0YMeNE CamAleted s uccesstully.
October 4, 2075 135217 1€ 3} owo [———
Step 64: Troubleshooting and Prerequisites
"]l *deploy.yml - Jegyzettamb -
e Elostic Boar Fiil Szerkestés  Formstum  Mezet  Sigo
- name: Update EB environment ~
run: |
Elastic Beant aws elasticbeanstalk update-environment Y\
--environment-name "$ENV_NAME" \
Applications --version-label "${{ steps.ver.outputs.VERSION_LABEL }}"
Environments
Change history
set -euo pipefail
# 72 % 18s = ~12 perc véarakozdsi ablak]
¥ Application: mys for 1 in {1..72}; do| ]
read -r STATUS HEALTH <<<"$(aws elasticbeanstalk describe-environments \|
Application --application-name "$APP_NAME™
L --environment-names "$ENV_MAME" \]
Saved confi =
aved cont --query 'Environments[8].[Status,Health]" \
--output text)
echo "[$1/72] Status=$STATUS Health=$HEALTH"
¥ Environment: M -
# a Green-t az Gj UL néha 'O
Go to enviror if [[ "$STATUS "Ready” && ( "$HEALTH" == "Green" || "$HEALTH" == "0k" ) ]]; then
Configuratio echo "Environment is Ready & Green/Ok E” E
Events 1
Health
Logs
Monitoring
fi
Alarms
Managed up
Tags
r
v
¥ Recent envirol Sor: 68, oszl. 1 100%  Unix (LF) UTF-8

The following configuration ensures the deployment workflow only completes
successfully if the Elastic Beanstalk (EB) environment reaches a Ready + Green/Ok

status. If this state is not reached, the workflow fails (marked in red) and outputs the most
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recent EB events. This serves as a simple diagnostic check and a prerequisite ensuring

the server only goes live when the system is stable. Commit&push the changes GitBash:

git checkout main

git add .github/workflows/deploy.yml

git commit -m "Deploy: wait until EB is Ready & Green"
git push origin main

Step 65: CI Expansion: flake8, bandit, pytest

To strengthen the CI pipeline, install essential quality assurance tools: flake8 (style guide
enforcement), bandit (security vulnerability scanning), and pytest-django (unit testing).
Add these dependencies to requirements.txt to ensure the GitHub Actions runner installs

them.

Technical Note: Instead of using pip freeze > requirements.txt (which can include
unnecessary packages), manually append the new dependencies to the end of the file to

maintain a clean environment.

MINGWES:/c/szakdolgozat/ci-cd-gha-aws
(1.2 MB)

(154 kE)

e of pip is available:
{H

$ pip freeze » reguirements.tx
(.wvenv)

c/szakdolgozat/ci-cd-gha-aws

% notepad requirements.txt

Fajl Szerkesztés Formatum Meézet Sdge
asgiref==3.9.2

Django==4.2.24

sglparse==08.5.3

tzdata==2825.2

gunicorn>=20

flake8

bandit

pytest

pytest-django
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pip install flake8 bandit pytest pytest-django
notepad requirements.txt #manualisan beirni
# pip freeze > requirements.txt

Step 66: Basic Unit Test Creation

This test verifies that the application's main page (index view) loads successfully by

checking for a 200 OK status code.

Fajl  Szerkesztés Formatum  MNeézet  Sdgo
from django.test import Test(ase
from django.urls import reverse

class HelloViewTests(Test(Case):
def test index view status code(self):

Teszteli, hogy a "hello.urls'-ben "index'-nek nevezett
féoldali nézet 208-as (0K) statuszkddot ad-e vissza.

url = reverse( " index")

response = self.client.get(url)
self.assertEqual(response.status code, 2088)

notepad hello/tests.py # insert the TestCase code

67. 1épés: a ci.yml workflow kibdvitése

Modify .github/workflows/ci.yml by inserting three new steps before the 'Quick check":
'Linting check (flake8)', 'Security check (bandit)', and 'Run Unit Tests (pytest)'. These
steps function as quality gates: if any check finds an error, the pipeline terminates,

preventing faulty code from being integrated.

This completes the CI portion of the pipeline.
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-wvenv)

-cd-gha-aws

t notepad .github/

Fajl Szerkesztés Formaturn  Mézet Sdgé

pull_request: )
jobs:

build:

runs-on: ubuntu-latest

steps:
- uses: actions/checkoutfvd

- name: Set up Python
uses: actions/setup-python@v5s
with:
python-version: "3.11° # ugyanaznak kell lennie,mint a runtime.txt-ben (python-3.11)

- name: Install deps
run: |
python -m pip install --upgrade pip
pip install -r requirements.txt
#0j lépések kezdete
- name: Linting check (flake8)

run: |
flake8 . --count --select=E9,F63,F7,F82 --show-source --statistics
flake8 . --count --exit-zero --max-complexity=18 --max-line-length=127 --statistics

- name: Security check (bandit)
run:
bandit -r .
- name: Run Unit Tests (pytest)
run:
pytest
#0j lépések vége

- name: Quick check
run: python -c "import django,sys; print(’'Django’, django.get version(), °| Python', sys.version.split()[@])"

Sor: 25, oszl: 37 100% Windows (CRLF) UTF-8

notepad .github/workflows/ci.yml

Step 68: Commit & Push

MINGWES:/c/szakdolgozat/ci-cd-gha-aws
ESKTOP-8PMHBGE: command not found

% git add requirements.txt hello/tests. py
git commit -m “CI quality gates”
git push

] CI qu
changed, 2
Enumerating object

ipleted w
githu om lese/ci-cd-gha git
10d. . fles = main
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git add requirements.txt hello/tests.py .github/workflows/ci.yml
git commit -m "CI quality gates"”
git push

Step 69: Verification of Expanded CI Pipeline
After pushing, GitHub Actions automatically triggers the expanded pipeline.

Observation: The run failed at the 'Security check (bandit)' step.

| @ buia ~ @ Security check (bandith

un detalls
© Usage

71 Workhiow fie

8840186+ 1 he3F51 12331 F@0nnsa D8ECFI0S 1ud- 510

Generated by 'django-admin startproject’ using Django 4.2.24.

For more information on this file, see
https://docs.djangoproject.com/en/4.2 /topics/settings/

For the full list of settings and their wvalues, see
https://docs.djangoproject.com/en/4.2 /ref/settings/

from pathlib import Path

from django.core.management.utils import get_random_secret_key

# Build paths inside the project like this: BASE_DIR / "subdir’.
BASE DIR = Path( file ).resolve().parent.parent

# Quick-start development settings - unsuitable for production
# See https://docs.djangoproject.com/en/4.2/howto/deployment/checklist/

# SECURITY WARNING: keep the secret key used in production secret!
SECRET_KEY = os.environ.get{"DJANGO SECRET_KEY", get random_secret_key())
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Diagnosis: Bandit flagged the hardcoded SECRET KEY.

Replace the static key with logic that prioritizes the DJANGO SECRET KEY
environment variable, falling back to a randomly generated key if the variable is

missing.

Step 71: Setting GitHub Repository Secret

~ [ ConsoleHome|ConsoleHome X @ mysite-env-2ehathgvigmpeu X (R Fixirequirementsbet szelese/c X () Add Actons secret szeleserci- X+

< © @ | github.com/szelese/ci-cd-gha- Jsecretsfactions/new

= O szelese / ci-cd-gha-aws

<> Code (@ lIssues 17 Pullrequests (® Actions [ Projects [0 Wiki @ Security | Insights 8 Settings

B General

Access

A Collaborators

¥ Branches

© Tags

E? Rules v
® Actions
¥+ Models
& Webhooks
& Copilot v
B3 Environments

2 Codespaces

Settings/Secrets and Variables/Actions/New repository secret

Name: DJANGO_SECRET KEY

Actions secrets / New secret

Name *

DJANGO_SECRET_KEY

Secret*

Q Type [[to search

Secret: >k ok s sk sk s sk s ok s sk sk skosk sk ke sk sk skoske skoskeosk kosk sk
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Step 72: Updating the Workflow File

cplrlhw!s

5 notepad .github,

---- *ciyml - Jegyzettémb
Edjl Szerkesztés Formatum Meézet Sidgo
name: CI

on:
push:
branches: [ "main” ]
pull request:

jobs:
build:
runs-on: ubuntu-latest

DJANGO SECRET KEY: ${{ secrets.DJANGO SECRET KEY }}
steps:
- uses: actions/checkoutigvd

- name: Set up Python
uses: actions/setup-python@vs

with:

env:
DJANGO_SECRET_KEY: ${{ secrets.DJANGO_SECRET_KEY }}

Step 73: Commit & Push

MINGW6:/c/szakdolgozat/ci-cd-gha-aws - m} X

up to date with "origin,

git add mysite/settings.py .github/workflows/ci.yml
git commit -m "Security: SECRET_KEY"
git push
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Step 74: Unit Test Failure (Pytest Configuration)

v [E] Console Home | Console Home % @ mysite-env-2eba-thgvigmper X (3 Security: SECRET_KEV . szelese/ X € Actions secrets . szelese/ci-cd« X +

« ¢ n %% github.com/szelese/ci-cd-gha-aws/actions/runs/ 18800674597 /job/53647703038

e Security: SECRET_KEY #15

(R Summary
5 Annotations
Jobs srrer
| @ buia
build
Run details failed 6 minutes ago in 14s
) Usage
Y Workflow file > Setup job

Run actions/checkout@va

Set up Python

o
o
(]

> @ Install deps
@ Linting check (flake8)
@ Security check (bandit)
(]

Run Unit Tests (pytest)

1 > Run pytest

13 platform linux -- Python 3.11.13, pytest-8.4.2, plugey-1.6.8
14 rootdir: fhome/runner/work/ci-cd-gha-aws/ci-cd-gha-aws

15 plugins: django-4.11.1

16 collected 8 items

18 ==

no tests ran in @.01s ==:

19 Error: Process completed with exit code 5.

Quick check

Post Run actions/checkout@v4

©
@ Post Set up Python
o
o

Complete job

Observation: The run failed again because Pytest could not find the tests or identify the
Django settings automatically.
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Step 75: Setting DJANGO _SETTINGS MODULE in CI

MINGW64:/c/szakdolgozat/ci-cd-gha-aws -

Edjl  Szerkesztés Formdtum [Mézet Sigo
name: CI

on:
push:
branches: [ "main™ ]
pull request:

Jjobs:
build:
runs-on: ubuntu-latest
env:

DIANGO_SECRET_KEY: ${{ secrets.DJANGO_SECRET_KEY }}

DJANGO SETTINGS_MODULE: mysite.settings|
steps:
- uses: actions/checkout@vd

- name: Set up Python

uses: actions/setup-python@v5s
with

DJANGO_SETTINGS_MODULE: mysite.settings
- name: Run Unit Tests (pytest)
run: |
pytest --ds=mysite.settings

Step 76: Creating pytest.ini and Commit & Push

DJANGO_SETTINGS_MODULE"]

cat > pytest.ini << 'EOF'

[pytest]

DJANGO_SETTINGS_MODULE = mysite.settings

python_files = tests.py test _*.py * tests.py

EOF

git add pytest.ini .github/workflows/ci.yml

git commit -m "Configure pytest DJANGO_SETTINGS_MODULE"
git push
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Step 77: Verification of Successful CI Pipeline

o T e [t e B eyt s SO PRIN N ) Dicploy bo Eleti Boomtchk - W % D RASEmS SEmis Tt e g8 - 8 x
© © @ % githubeom/ mi A D o= U@

= O = ) e Q) Type [ oo zemrchs al-|[+-[en|(a

¢ Code (@ lssues 11 Pullrequests () Actions [ Projects [0 Wiki (@ Seeurity | Insights ) Settings

Actions Pew workiiow Deploy to Elastic Beanstalk

| ;enhy o Elastic Baanstalk i ’

é & Configure pytest DJANGO_SETTINGS_MODULE =}

oo Deploy to Hastic Beanstolk £17 Commit SeSellSe pushed by szelese [CE:
The GitHub Actions pipeline now runs successfully, passing all quality gates.
Step 78: Admin Policy Correction

Q

€ C @ % us-east-l.console.aws.amazon.com/iam/home?region=eu-north-14/roles/details/GitHubOIDC-EBDeploy

Identity and Access < GitHubOIDC-EBDeploy i
Management (1AM)

- Summary
Q
Crention date ann
October 04, 2025, 08:43 (UTC+0200) 15 am:

Last activity
¥ Access management @ 5 howrs 3¢

Permissions. Trust relationships Tags Last Accessed Revoke sessions
Roles
Permissions policies (2/3) wr C) ( simutate 3 ) Remove Add permissh
2 ttach up te 10 managed polices
Fiter by Type
» Access reports s v 1

@ | Policy name (% a | Type v
| B 8 AdminisiratorAccoss-AWSELasiicBoansialk 405 managed 1
I :

@ EEDeplopMinimal o
» Permissions boundary (not set)
¥ Generate policy based on CloudTrail events

e policy based an the access actvity for this ole, then customize, create, and atiach it 1o this role. AWS uses yaur Cloud Trail events to identfy the services and actions used and generate a policy. Learn more (2

erate a policy in the past 7 days.

To adhere to the Principle of Least Privilege, remove the "lazy" administrative policies:
AmazonS3FullAccess and AdministratorAccess-AW SElasticBeanstalk.

Step 79: Iterative Debugging Cycle

“ C @ % githubcom/selese/ci-cd-gha-aws/actions/runs/18 [ in) ® =@ i

, Annotations

© 0000000

<

Repeatedly trigger the deploy.yml workflow to identify precisely which permissions are
missing.

Observation: The first failure indicates s3:PutObject (file upload) is unauthorized.
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Step 80: Policy Modification

@ @ % us-east.consoleawsamazon.com/iam/homelregion=eu-narth-1#/roles/detsils/GitHubOIDC-EBDeploy/editPolicy/EBDeployMinimallstep=addPermissians a % 0@ u@

Manually update the EBDeployMinimal inline policy with the missing permission
identified in the previous step.
Save the policy and trigger the deployment workflow again.
Step 81: Successful Deployment After 15 Iterations
; DEM:WE;«MZI::?::O; B ittusoioc-cB0epicy oM - X [ GieHubOIDC-EEDepioy [AM| ¢ X @ mystesw2ebsthgvigmpes X ) Depioy to Hests Beansalk W. X e i.— . ao

(7] Gt

e o o 8 7 =

e o 8 o o ° 8
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Step 82: Final Minimal Policy Configuration

v [ enveonmentoverview - event. % [l GHwOOC-EBDepioy 1M X [l GitabOIDC-EBDeploy 1AM | X [l Eai poicy | 1AM | Gicbw x @ X €) Deploy Besmstol wox 4+ - o X%

ot 14 rcles/dets £80ep 0 @ & @

= ks oa = o ®

Modify permissions in EBDeployMini

Add permissions by selecting services, actions, resources, and conditions. Buld peemission statements using the JSON editor
Policy editor @D o
> e
> Ssm o @
> agm‘ ?:::stzlk ®®
» E%-A:l::::aling @
> agifg‘r:::ﬁon ®@®
» &;dg(s&zol API ®©

JSON:
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S30bjectAccess",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectAcl”,
"s3:PutObjectAcl”,
"s3:DeleteObject”
1

"Resource": "arn:aws:s3:::elasticbeanstalk-eu-north-1-330552995255/*"

"Sid": "S3BucketAccess",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls”,
"s3:ListBucket",
"s3:GetBucketPolicy"

1,

"Resource": "arn:aws:s3:::elasticbeanstalk-eu-north-1-330552995255"

"Sid": "ElasticBeanstalkCloudformationAutoscalingAccess",
"Effect": "Allow",
"Action": [

"elasticbeanstalk:CreateApplicationVersion",
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"elasticbeanstalk:UpdateEnvironment",
"elasticbeanstalk:DescribeEnvironments"”,
"elasticbeanstalk:DescribeEvents",
"cloudformation:GetTemplate",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources",
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": [
"arn:aws:elasticbeanstalk:eu-north-1:330552995255:application/mysite”,
"arn:aws:elasticbeanstalk:eu-north-1:330552995255:environment/mysite/*",

"arn:aws:elasticbeanstalk:eu-north-
1:330552995255:applicationversion/mysite/*",

"arn:aws:cloudformation:eu-north-1:330552995255:stack/awseb-*",

"arn:aws:autoscaling:eu-north-
1:330552995255: autoScalingGroup: *:autoScalingGroupName/*"

]

Step 83: Enforcing Sequential CI—CD Flow
Analysis of runtimes showed that CI and Deployment workflows were previously
triggering in parallel upon a push.

Modify deploy.yml to use the workflow run event.

This configuration forces the Deployment to start only if the CI workflow has
completed with a success conclusion.

ci-cd-gha-aws > .github > workflows > % deploy.ym
1 name: Deploy to Elastic Beanstalk

2

3 on:

4 worlkflow_run:

5 workflows: ["CI"]

6 types:

7 - completed

8

9 permissions:

1@ id-token: write

11 contents: read

12

13 env:

14 AWS_REGION: eu-north-1

15 APP_NAME: mysite

16 ENV_MAME: Mysite-env-2

17 S3_BUCKET: elasticbeanstalk-eu-north-1-33@552895255
18

19 jobs:

28 deploy:

21| if: ${{ github.event.workflow_run.conclusion == 'success" }}
22 runs-on: ubuntu-latest

23

24 steps:

25 - uses: actions/checkout@v4

26 with:

27 ref: ${{ github.event.workflow_run.head_sha }}
28 fetch-depth: @

29

EL] - name: Set up Python

31 uses: actions/setup-python@vs

commit & push
git add .github/workflows/deploy.yml
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git commit -m " CI quality gates enforced before deployment (sequential CI-»CD flow)"
git push

Summary

This project successfully established a fully functional CI/CD pipeline that

automates code integration, testing, and deployment to AWS Elastic Beanstalk.

Secure authentication via AWS IAM OIDC replaces static credentials.

The application remains in a stable, "Healthy" state in production, demonstrating

the effectiveness of automated DevOps practices.
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